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Tém tit. Co s dit liéu hé thong thong tin dia ly quan 1y dan cu cua mot tinh la
mot co s& dit lidu c6 tinh chat vira phan cap, vira phan nhom, vira theo khong
gian, vira theo thoi gian. Mot tinh ¢4 03 cap quan ly bao gdm: cép tinh, cap
quan/huyén, cip phuong/xi day 1a yéu t6 phan cap ddng thoi cling la yéu t6
khong gian don vi hanh chinh quan ly. Di liéu vé dan cu bao gom cac thude
tinh ciia mot ngudi dan sdng tai Tinh, cac thude tinh nay duge gom nhom dé
phit hop v6i Ban/nganh quan 1y ctia tinh; Mi yéu t§ khong gian ton tai v&i mot
thoi diém xéc dinh va twong ty cic thude tinh dén cu ciing ton tai theo thoi
diém d6. Vi tinh chit vira phan cip, vira phan nhém, vira theo khong gian, vira
theo thoi gian tao nén co s& dit lidu da chiéu do dé viée kiém soat truy cép 1a
yéu té cin thiét va dang dugc nghién ciru trong ludn an tién si.
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1 Giéi thiéu

Viée kiém so4t truy cap co so dit liéu dan cu dua vao cac yéu tb vira phan nhom — vira
phan cip - vira theo khong gian - vira theo thoi gian, do d6 co s dir liéu ¢ nhitng
mdi lién quan nhat dinh, ¢6 sir dung dit liéu chung. Vi vy can kiém soét viéc truy cap
— thao tac v6i co so dir liéu cua hé théng do.

Pé thuc hién viée kiém soat truy cap co sd dir liéu viéc khao sat va xay dung mod
hinh kiém so4t truy cap dwa trén nén tang cac kiém soat truy cap [19] 1a hudng di ctua
luan an. Bén canh do c6 yéu t6 khong gian nén dugc thyc hién trén nén tang GIS,
nhim thé hién truc quan hoa cac thong tin can quan 1y gitip ing dung vao thuc té mot
cach hiéu qua hon.

Céc kiém soét truy cap hién tai chwa dép tmg du cac yéu té ciing nhu nhu ciu can
thiét trong viéc kiém soat truy cap thuc té tai Viét Nam. Do d6 yéu cau cua luan an la
phdi hop céc kiém soét truy cap hién co, thdng qua céc tai liéu tham khao dwoc, phbi
hop thém véi yéu cau thuc té cia don vi hanh chinh hinh thanh md hinh kiém soat
truy cap méi dap tmg duoc va sir dung dugc trong hién thuc.

M0 hinh kiém soat dat ra cAn dap tmg cac yéu cau: phan quyén cho ngudi truy cap
dwa trén khdng gian ma ngudi truy cap duoc cho phép, dong thoi quan Iy dugc viéc
thay d6i yéu té khong gian theo thoi gian trong thé gigi thuc nhu thay d6i don vi hanh
chinh (vd: 3 phuong thugc quan A nam 2012, dén nam 2013 can sat nhap 2 phuong
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cua quan A sang quan B), ghi nhan va phan chia thao tac cta nguoi truy ciap (xem —
thém — cap nhat) trén nhdm di liéu dan cu ciing nhu khong gian dugc cho phép theo
thoi gian ngudi truy cap duoc cap quyén. Thong qua nhirng yéu cau do, day la mot
mo hinh ma hoi tu cac kiém soat truy cap theo: vai tro [6] [13] — céc quy tac [19] —
thoi gian [1] — vi tri [1] va can min héa dit liéu [5] [9] cho phi hop quyén cua nguoi
truy cap. Tuy nhién hién tai cac tai liéu va cac cong trinh lién quan dén viéc kiém soét
truy cap thoa man cac yéu cau trén chua duoc tim thiy.

Trén tinh than cua viéc xay dung mé hinh kiém soat truy cap co s¢ dit liéu tac gia
da thuc hién 2 bai bao vé viéc kiém soat truy cap la “The Access Control Cube For A
Geodatabase Of A Provincial Government Agency” [11] va “To Assign and Control
the Right Accessing Geo-Database by Access Control Cube” [12].

2 Cac cong trinh lién quan

2.1 Trwéc 5 nam

Hong Zhul va Kevin LU2. Fine-Grained Access Control For Database Management
Systems. Database Management Systems. (2007): Gi6i thiéu vé cach min héa co s&
dit liéu, phuc vu cho viéc rut trich co s dit liéu theo dong va ¢t tuy thudgc vao nguoi
ding c6 nhitg quyén truy cap nao. Tao ra mdt co so dir liéu thu nho chi danh cho
nguoi sir dung do ap dung trong co so dir liéu quan hé. Diém yeu 1a phuong phap tiép
can, khong thé truy cap nhiéu ddi twong trong cing mot thoi diém.

Liliana Kasumi Sasaokal, Claudia Bauzer Medeiros. Access Control In Geograph-
ic Databases. (2006): Gi6i thiéu vé cach kiém soat truy cip co so dir liéu dia 1y. S
dung viéc kiém soat truy cap dua vao vai tro va luat khong phit hop véi truy cap dudi
dang min héa co sé dir liéu. Thyc hién kiém soat truy cép theo 16p dit lidu.

Vincent C. Hu , David F.Ferraiolo, Rick Kuhn . Assessment of Access Control
Systems.(2006): Trinh bay tong quan khéi niém vé céc ky thuat kiém soét truy cap
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ject trong viéc kiém soét truy cap co so dit liéu.

2.2 Sau 5 nam

Clara Bertolissi Maribel Fernandez: “Time and Location Based Services With Access
Control”. (2008): Gidi thiéu vé kiém soat truy cap theo thoi gian va vi tri. Viéc kiém
S0t truy cap dua theo vai tro va c6 tich hop thém yéu té vi tri va thoi gian dung dé
ghi lai lich st truy cap co s& dit liéu ciia ngudi truy cap. Chua ghi nhan lai su thay dbi
vi tri theo thoi gian.

Haibing Lu And Yingjiu Li: “ Practical Inference Control For Data Cubes”(2008):
M0 hinh khéi trong viéc diéu khién truy cap co so dit liéu.

Hsing-Chung Chen: “A Generalized Temporal And Spatial Role-Based Access
Control Model”,.Department of Computer Science and Engineering, Asia University,
IEEE Member Taichung County, Taiwan 41354(2010): BPuoc &p dung cho dién thoai.
Truy cap theo vi tri dong, mang yéu tb tam thoi.



Jan Herrmann: “Access Control In Spatial Data Infrastructures”. Technical Univer-
sity Munich(2010): kiém soét truy cap trong co s¢ ha tang dir liéu khdng gian.

Jie Shi, Hong Zhu: “A Fine-Grained Access Control Model For Relational Data-
bases”. College of Computer Science and Technology, Huazhong University of
Science and Technology, Wuhan 430074, China (2010): M6 hinh kiém soét truy cap
min héa dit liéu (chia nho dir lidu) véi co s dir liéu quan hé. Cho thay dit liéu nao
dugc phép truy cap boi ngudi truy cap nao va nhidu nguoi cling truy cap vao mot di
liéu dugc cho phép. Pay la mé hinh min héa di liéu trong truong hop c¢d nhiéu chinh
séch truy cap co so di lieu.
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Giéi thigu

Mot hé thong thong tin dia Iy tai mot co quan cép tinh dugc sir dung boi nhiéu nguoi.
Ho c6 thé thém — x6a — sira — xem dir liéu trong co s& dit liéu dia 1y. Quyén truy cip
phai dugc diéu khién dé dam bao chinh xac va tron ven dit liéu[4].

Trong mot hé thdng nhiéu ngudi dung, quyén truy cap va xur ly dit liéu phai duoc
diéu khién dé gan trach nhi€m cho tirng nhan vién lam viéc véi dir liu[4].

Thanh phan cua dit liéu: subject, location va operation hinh thanh mot khéi truy
cap duoc goi 1a Access Control Cube (ACC). Khéi 3 chidu nay bao gdm cac truc tao
do: subjects, locations, operations. Gia tri cua truc subject 1a cac 16p dir li€u cta cac
ddi tugng, gia tri cua truc location 1a cac khu vyc dia ly can quan tri, gia tri cta truc
operation la nhiing thao tac nhu thém — x0a — sira — xem véi dir liéu.

Céc gia tri nay chia ACC thanh nhiéu khdi nho goi 1a cell. Mdi cell phu thudc vio
mdt layer trén truc subject, mot khu vuc dia ly can quan tri trén tryc location va mot
thao tac dugc giao trén truc operation. Mgt nhém g6m mot hodc nhiéu cell duge goi
1a agent, mot agent duoc giao cho mét nhén vién lam viéc voi co s dir liéu khong
gian. Framework (cong viéc khung) cua mét co s¢ dit liéu can lam 1a xac dinh quyén
truy cép — cac quy tic dé giao cho nhan vién lam viéc véi co so dir liéu khong gian.
Codng viéc khung nay dya vao mo hinh Access Control Cube.

M6t 56 khdi niém

Agent: la mot nhém cac 6, hodc tap hop cac 6 dé xac dinh quyén cia ngudi truy cap
trén céc 16p dit liéu, di twong khong gian, tai nhirng vi tri xac dinh trén truc toa do cua
Access Control Cube. Vi du: chi dinh quyén caa ngudi truy cap trén 16p dit liéu vé nha
& cta Huyén Thuan An.

Authority (ngudi cam quyén): 12 mt nhan vién ctia co quan chinh phu dugc giao
guyén thao tac truy cap vao csdl dia ly véi mot khoan thoi gian ¢ dinh.

Cell: 1a mot phan tir cia mot Access Control Cube. Puoc tao ra tir gié tri cua mot
16p, mot khu vuc va mot thao tac trén truc toa @6 cia ACC.

Layer (I6p): 1a mot tap hop cac dir lieu khong gian va thugc tinh nhu diém (point),
duong thang (line), vang (polygon). Vi du: I6p nha dugc biéu dién dugi dang ving



(polygon), 16p cau duoc biéu dién dudi dang diém (point), 16p duong duoc biéu dién
dang duong thang (line).

Location (vi tri): 1a mot khu vuc caa dbi twong trong thé gisi thuc. Trong bai nay
la cac quan/huyén thuoc 1 tinh.

Subject: tap hop cac 1op dir lidu hodc cac chuyén dé.

Theme (chuyén d@): 12 tap hop cac 16p cua nhiéu loai déi twgng ma co quan chinh
phu c6 trach nhiém quan ly

Vi du: chuyén dé vé giao thong bao gdbm cac I6p duong, xe hoi, xe may, ..... Mot
I6p c6 thé dugc st dung trong nhiéu chuyén d& khéc nhau tly thugc vao chirc nang cia
co quan chinh phu.

Geo-database (co s¢ dir ligu dia 1y): 1a mot co s¢ dir lieu ma chaa cac dir liéu
khong gian va dir liéu thugc tinh cia tat ca cac dbi tuong dwoc quan Iy boi co quan
chinh phui. THE CUBE MODEL FOR CONTROLLING GEODATABASE
ACCESS

A. Ma tran quan hé gitra subject va location

Mai thuc thé ton tai trong thé giGi thuc dugc xac dinh boi noi chdn va tiu dé. Vi
du: s& khoa hoc cong nghé binh duong dong tai duong Huynh van nghé, thi xa Thu
Dau Mot.

Nhiing thyc thé nay dwoc bidu dién nhu mot dbi tugng khong gian trong csdl dia 1y
ctia hé thong thong tin dia 1y.

Trong khdng gian 2 chiéu, gdm truc toa do subject ki hiéu S = {ly, I,, .., I} va loca-
tion L = {dy, d,, .., d;} thé hi¢n quan h¢ nhiéu — nhiéu. Xem hinh 1

Subject

dy
dz
d..
d..

d.

Location

Hinh 1. Ma trn Subject va Location

B. Ma tran quan hé gitra subject va operation

Thé hién mdi quan hé nhiéu - nhiéu giita cac 16p dit liéu (subject) va thao tac (op-
eration) ki hiéu O = {view, insert, delete, update} ={v,i,x,u}. Xem hinh 2
C. Ma tran quan hé gitra operation va location

Ma trén nay xac dinh quyén thao tic ctia don vi quan 1y hanh chinh. Xem hinh 3
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Location

Hinh 3. Ma tran Operation va Location

D. Khéi diéu khién truy cap (ACC)

Tich hop quan hé ctia cac ma tran trén, hinh thanh mdt ma tran 3 chiéu hinh khéi
duogc goi 1a Access Control Cube (ACC) lam mé hinh khai niém cho hé théng diéu
khién truy cap co s& dir liéu dia ly d6i v6i hé thong thong tin dia ly. Trong mod hinh
nay cac truc tao do bao gém: subject, location, operation.

Do d6, mdi cell caa mot ACC xac dinh quyén truy cap trén mot 16p dir liéu ¢6 dinh
thuoc 1 khu vyc nhét dinh trong co s¢ dir liéu dia ly (0,S,L) = {(v,l1,d1),(i,11,dy),
(U1,d),(u,1i,0)}. S6 lugng cell dugc taoralad x i x

Voi:

4: s6 lugng cac thao tac bao: thém — x6a — sira — xem

i: 6 luong cac 16p trong co s& dir lidu trén truc subject

j: sb lugng cac khu vuc quan tri trong co s¢ dir liéu trén truc location.



Ngudi quan tri hé théng GIS chi dinh quyén t6i véi nhitng ngudi dung nao, dé truy
cap va lam viée véi co so dir lidu dia ly. Quan hé gitra mot ngudi duoc giao quyén va
mdt agent 1 quan hé mot — nhidu. Mdi nguoi dugc giao quyén, ¢6 thé dwoc giao mot
hoic nhiéu agent, nhirng mdi agent chi dwoc giao cho mét ngudi nhim dam béo trach
nhiém ca nhan ddi véi csdl. Xem hinh 4

Operations
. ’v

Subject
4 -

Agent
Hinh 4. Access Control Cube

Tich hep Thai gian va Quyén Truy cap

M&i agent dugc giao cho mét ngudi dung trong mét khodn thoi gian xac dinh. Bang:
Danh sach diéu khién truy cap (Access control list) thé hién viéc phan chia quyén —
khu vuc — 16p dit liéu — thoi gian — nguoi dung — va agent[7][9]. Mdi thay d6i vé
quyén truy cap phai dugc cap nhat trong bang 1.
Cai dat
Trong trudng hop nay, cac cell cua ACC duge gom nhém dé hinh thanh cac agent dya
trén trach nhi€ém quan tri ctia co quan hanh chinh d6. Xem hinh 5

Heé thdng diéu khién truy cap véi co so dit lidu dia 1y dugc thiét ké theo mé hinh 3
tang. Tai tang co s& dir liéu dia 1y: bao gdm nhiéu chuyén dé dugc thiét ké dé luu trir
tat ca dir liéu khong gian va thudc tinh. Tang Agent: cac 16p dit liéu trong co so dir
liéu dia 1y dugc gom nhom theo tap hop agent ma duge xac dinh bang cac cell cia
agent d0. Tang ngudi ding: ngudi dung tuong tac véi dir lidu trén tap dir liéu ¢ ting
Agent. Xem hinh 6



Bang 1. Quyén truy cap.

Khoin thoi gian giao quyén
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Hinh 5. Phién lam viéc ctia Access Control
Cube




Tang ngudi
dung

A Y

Tang Agent

Tang cd’so dit liéu

Hinh 6. M6 hinh 3 ting dé ap dung Access control cube

3.2 To Assign And Control The Right Accessing Geo-Database By Access
Control Cube ISBN: 978-1-4244-9450-7; ISBN: 978-1-4244-9451-4

Trong co so dit liéu quyén truy cap phai dugc diéu khién dé dam bao chinh xac va an
toan dir liéu va trach nhiém cua ting ca nhan quan Iy co sé dir liu d6. Mdi nguoi truy
cap (Agent) vao co sé dit liéu dia ly duoc giao quyén truy cap trén nhiing I6p dit li¢u
(Datalayer) cu thé tai nhirng vi tri dia ly (location). Cac quyén nay bao gom: Xem va
cap nhat. Quyén cap nhat bao gém: xem, thém, xda dir liéu. Viéc phan quyén nay
cling con tuy thudc vao vai tro ctia ngudi truy cap.

Bai bao nay phan tich cAu trac co so dit liéu dia ly ctia mot co quan hanh chinh va
phét trién mo hinh Object Access Control Cube (OACC) dwa vao mo hinh Access
Control Cube (ACC) [5][6][7][10]. Cau tric cua Object Access Control Cube quyen
clia nguoi truy cép dwa vao vung dia 1y, d6i tugng khong gian ciia 16p dit liéu. Quyén
truy cép bao gom: Xem va Cép nhat. Thong thuong mot Object Access Control Cube
duoc chia thanh View Object Access Control Cube va Update Object Access Control
Cube. Mot View Access Control Cube ¢ thé dugc giao cho mot hodc nhidu ngudi
truy cap, trong khi mét Update Access Control Cube chi duoc giao cho mét nguoi
truy cap duy nhét.

Object Access-Control-Cube: La mét khéi 3 chidu[1][2][4], mét Object-Access-
Control-Cube (OACC) dugc phan chia thanh View OACC (V-OACC), Update



OACC (U-OACC). V-OACC nghia la chi c6 quyén xem va U-OACC la c6 quyén
thém — xda — xem dir liéu[11]. Thanh phan cua Object-Access-Control-Cubes la:

QptaLayer, ’ﬂ

Location

Hinh 7. Object Access Control Cube

Location (I): cac vung dia ly nhu quan/huyén, phuong/xa

Data layer (d): cac ddi tuong.

Time (t): thoi diém giao quyén hozc hily quyén duoc giao.

Agent (a): nguoi truy cap csdl

Operation: View (v) / Update (u) (bao gdm thém, x6a, cap nhat).

Vé6i V-OACC, quan hé giita nguoi truy cap va déi twong khong gian 1a quan hé
nhiéu nhiéu. Mot ngudi truy cap dwoc xem nhidu hodc mot déi tugng. Tuong ty, dbi
tuong trong mot ving duoc xem bai mot hoac nhiéu ngudi truy cép.

V6i U-OACC, mdi quan hé gitra ngudi truy cap va dbi tuong khong gian la nhiéu -
nhiéu va quan hé d6i tuong khdng gian voi ngudi truy cap 1a quan hé mot - nhiéu.
Mot ngudi truy cap c6 thé thao tac trén mot hogc nhiéu vang.

Mot khéi V-OACC hoic U-OACC cung cap ma tran View hoic ma tran Update
phu thudc vao su giao nhau cua truc toa do datalayer va location véi truc toa do agent
(Hinh 8)

Quyén cuia nguoi truy cap duoc xac dinh boi ma tran tich hop view va matrix.
(Hinh 9).

Thém vao truc toa do thoi gian cho nguoi truy cap, mot khdi Agent OACC (A-
OACC) duoc tao ra dé xac dinh khoan thoi gian ma ngudi truy cap chiu trach nhiém
d6i vai mdi cong viéc (Hinh 10).

Sau khi dang nhap chinh xac vao co s dit liéu, cira sé tngdung xuat hién dé diéu
khién quyén cta nguoi truy cap theo cac budc: Login = Subject & Zone > Data
Layer - Object => Attribute va cac thu tuc cua cap nhat xuat hién khi nguoi truy
cap chon mot ddi twong chéc chén.

T6m lai véi mo hinh ndy ngudi quéan tri cd thé diéu khién truy cap cta nguoi ding
dbi véi co so dir ligu dia ly nhiéu nguoi truy cap. Md hinh Object Access Control
Cube khdng nhiing chi dinh nhiém vu cta nguoi truy cdp ma con xé&c dinh trach
nhiém ciia mi ngudi truy cap ddi vai viéc chinh xac dit liéu cho mdi déi twong.
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Hinh 9. Intearated Matrix
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Hinh 10. Agent Cube



Thuén lgi cua md hinh OACC khong chi la gan quyén truy cap cho h¢ théng GIS
ma cOn gan quyeén thao tac xem boaq cép nhat d6i tugng va xac dinh trdch nhiém cua
ngudi truy cép voi dir liéu cua moi doi tugng
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